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Some basics ...

* Forensics investigation report
* Provides statement of findings

* Expert report
* Provides an opinion

* Expert witnhess

* Provides insight that common sense does not offer
* Conclusions are drawn
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Association of Certified Fraud Examiners

* Fraud Examiners Manual

* Important considerations are:
e Organization and work flow

Accuracy

Clarity

Impartiality

Relevance

Timeliness
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Prescriptive Statements

* Introductory material

e Organisation and style

* Data reporting

* Interpretations and opinion
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Investigation report

* Used for legal proceedings and for incidence
response.

* Findings:
 Why was the evidence reviewed?
 How was the evidence reviewed?
 How did the forensic examiner arrive at conclusions?

* Conclusions are:
* Clearly explained.
e Supported.
e Possibly lead to recommendations.
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Investigation report —thumb rules

e Accurately describe the details of an incident.

Be understandable to decision makers.

Be able to withstand legal scrutiny.

* Be unambiguous and not open to misinterpretation.
Be easily referenced (Bates numbering)

Contains all information required to explain the
conclusions

 Offer valid conclusions, opinions, or recommendations
when needed.

e Be created in a timely manner.
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Investigation report — Organisation

* Macro to Micro
 Template

* Formatting:
e Consistent identifiers
e Attachments and Appendices
* Proofread by others
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Investigation report — Contents

 Computer Evidence Analysed
* Detailed description of evidence
* Linked with bookmarks.

* Relevant Findings

e Supporting Details

* Investigative Leads

e Additional Report Sections
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EnCase — Report Generator
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Change the logo ...

* Replace EnCase logo with the BCU logo
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