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Cyber Incident Response
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Preparation 

• Threats/risks analysis

• Operational, elevated, severe, strategic

• Strategies and resources

• Guidelines for operations staff & first respondents, 

response & recovery teams, tools and trainings

• Management support

• Boardroom awareness, allocation of resources

• Regular reviews and Exercises

• Periodicity of reviews, gaps analysis, capability analysis
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Detection 

• Anomaly detection 

• Routine operations/processes are not running normally

• Abnormal performance, crashes, etc.

• Complain received

• Clients or operators signalled some problems
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Detection is not easy for espionage attacks (Trojan 
horses) as they do not disrupt routine operations.

Efficient monitoring of processes is required to detect 
their presence.



Containment 

• Containment strategy 

• Part of the incident response plan

• Examples: full/partial shut-down, changing security 
controls, lock access to some services, moving to offline 
mode, ...

• Preserve the electronic evidence

• To identify the action that triggered the incidence

• Containment could be delayed to gather further 
information of attacker (Honeypot)
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Containment through complete shutdown/offline has to be 
evaluated against the impact of service interruptions.



Analysis 

• Generally third party specialised intervention

• Evidence collection, examination, analysis and 
presentation
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Eradication 

• Eliminating the cause of the incident
• Removing malware, infected software/files, malicious 

accounts, ...

• Reset changes in the system parameters that were 
introduced by the attacker

• SAM (Security Account Manager) database in Windows

• .forward files in Linux/Unix

• ...

• Quarantine 
• Enhanced monitoring of ports, logs, ...

9



Remediation 

• Remediation of vulnerabilities
• Installation of patches, more powerful antivirus, ...

• Restoration of the system
• Full system restoration (from good media)

• Restoration of data (from redundant drives, recent full 
backup, ...)

• Return to routine services
• Normal logging and monitoring

• Execution of regular business services
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Follow-up

• Feedback

• Preparation phase

• Operations department

• Lessons learnt

• Shortcomings and gaps

• Communications and coordination

• Claims and settlements

• Demarcation of responsibilities, litigation, ... 
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Dealing with sophisticated threats

• Better preparation
• Timely and proactive installation of 

patches, fixes, new solution, ...

• DRP (Disaster Recovery Planning) &
BCP (Business Continuity Planning)
should reflect the worst case 
scenarios for the cyber attacks.

• Deterrence 
• Stern administrative and legal 

actions against the collaborators/
perpetrators. 
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Dealing with sheer volume of data

• Identify sensitive data

• Structured and unstructured 

• Instances of data leakage 

• Intellectual property & trade secrets

• Advanced data analytics techniques and tools

• Business intelligence

• Data mining

• Data visualisation

• Big data
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Focusing gigantic infrastructures

• Federated & flexible infrastructures

• Elasticity

• Abstraction/Virtualisation

• Cross-border deployments

• Example: Cloud computing

• Imaging of a Cloud require another Cloud

• Analysis of a Cloud’s contents need power of an 
additional Cloud

• Access details from terminal PCs
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Sharing information & knowledge

• Threat landscape is constantly evolving
• Incident response planning requires knowledge of threat 

paradigm

• Information related to vulnerabilities and their exploits 
helps improve contingency planning

• Sharing information and return of experience 
among the peers

• Publication of exploits reports and lessons learnt

• Sharing of detailed information through trusted parties –
national CERTs

• Without compromising corporate reputation! 
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Staff’s operational readiness

• Specialised training of the prospective Cyber fighters

• Need to have such specialised training offerings

• Regular participation in refreshing courses & 
professional bodies

• It is important for the cyber incident response team members 
to be ready to embrace the change

• Creation of Cyber reservists who can be called to 
reinforce cyber incident response teams

• Could be third party specialists with framework agreement & 
NDA
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Filling the skills gap

• Very specialised domain

• Scarcity of vocational/ 

educational programs

• Stakes are much higher 

than other fields

• Challenging environments 

requiring good level of 

knowledge
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Cyber exercises

• The best way of testing an incident response plan
• Coordination of different actors

• Like integration testing of a product

• Can be used as a deterrence tactic against potential 
attackers

• Helps observe the readiness of various stakeholders 
• Identifies gaps

• Justifies remedies including resources allocation

• Expensive but more reliable evaluation mechanism 
• Like ‘Hot Sites” in DRP/BCP
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