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Multi-Factor Authentication – Guide
What is Multi-Factor Authentication (MFA)?
MFA is the process of using two or more independent factors to verify your identity when logging into a BCU account - similar to what you may use with online banking or social media.
· The first factor is something known only to you - your BCU password.
· The second factor is a single use code sent to your personal device (mobile phone or tablet) OR a message sent asking for confirmation that you are attempting to log in.
What are the benefits of MFA?
1. MFA gives you the ability to reset or change your BCU password yourself, from home.
2. MFA protects your personal data, BCU data and keeps the University secure against cyber-attacks.

Each year, cyber-attacks are becoming more sophisticated, and safeguarding our data has become more crucial than ever. Multi Factor Authentication is just one of the vital security measures in place as a solution to this.

Always remember that, as a member of the BCU community, you have a responsibility to keep data secure and be on guard against possible breaches and theft. See our tips for avoiding the common pitfalls on the IT Security iCity page.
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[bookmark: _Toc127348902]First time signing in - Setting up MFA.

When you first sign into your University account, you will be presented with the following dialogue box asking you to set up MFA.
[image: Dialogue box with the text 'your organisation needs more information to keep your account secure']

You will be instructed to use the BCU-recommended Microsoft Authenticator app, available from the Google Play Store and the App Store. This is the most secure MFA method.

[image: Dialogue box instructing user to install the Microsoft Authenticator app]

Click Next. You will now see a QR code on screen.
[bookmark: _Toc127348903]

Using the Microsoft Authenticator App
Download and install the Microsoft Authenticator App from the Google Play Store, App Store, or Windows Store onto your phone/tablet.

[image: Microsoft Authenticator app icon]

When you have opened the app on your phone/tablet, press the + button in the top right to add your BCU account.

Select Work or school account.

Select Scan a QR code.
[image: Graphical user interface, text, application

Description automatically generated]

The app will ask for permission to use your camera. Select allow. 

Use your device’s camera to scan the QR code on your computer. This will link your Authenticator app to your BCU account, so that you can use it for MFA. You may also need to approve a notification on your Authenticator App.
[image: Dialogue box confirming that Microsoft Authenticator has been set up.]
Congratulations, you have successfully set up MFA.
[bookmark: _Toc127348904]IMPORTANT: Adding a secondary MFA option.
You can also add a secondary option. This is important in situations where you may not have access to your primary method. A secondary method can be a text or a call to a phone number of your choosing. 
[bookmark: _Toc127348905]How to change or add MFA methods.
At any time after completing MFA registration, you can follow these instructions to change, add, or update your MFA options.
Go to https://myprofile.microsoft.com, and sign in if prompted.
[image: Graphical user interface of Microsoft profile page. On the left, a box titled 'Security Info' with an 'Update info' button.]
Click UPDATE INFO under Security info.
[image: Security info page showing current MFA methods. At the bottom, there is an 'add sign-in method' button.]
You will now see a list of your verification methods. Click Add sign-in method.
[image: 'Add a method' dialogue box. Text asks 'Which method would you like to add?' Below, a drop-down list. 'Phone' is selected.][image: Dialogue box asking user to input their phone number and select the area code.]
Select Phone from the drop-down list.
Select your area code, input your phone number, and click Next.
Microsoft will then text a code to your phone number. Enter the code on your screen and click Next. Your change is complete.

[bookmark: _Toc127348906]Signing in after MFA registration

Microsoft has introduced number-matching to make MFA more secure and protect against ‘notification fatigue’ cyberattacks.
If you are using the Authenticator app (recommended) the process is:
1. Go to BCU service (iCity, Moodle etc)
2. Enter your BCU credentials (email address and password)
3. A 2-digit code will appear on the screen
[image: Number Matching interface. Computer shows two-digit number and phone asks user to enter it.]
Computer screenshot and phone screenshot
4. Enter the 2-digit code into your mobile device's Authenticator and click YES. You will also see the service that you are trying to sign in to (making it easier to notice if the activity is from someone else attempting to access on your behalf)

You will then be signed into the service.

If you have any further difficulties with this process, please contact ITHelp@BCU.ac.uk
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app
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Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:
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Microsoft Authenticator
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Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Authenticator app or hardware token - code Change

—+ Add sign-in method
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Which method would you like to add?

Phone
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You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

United States (+1) 4| Enter phone number

(®) Text me a code
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Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.
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Are you trying to sign in?
Adatum Corporation
KimA@adatumcorp.com
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Your organisation needs more information to keep
your account secure

Use a different account
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