
Digital Device 

Forensics

Dr Syed Naqvi

syed.naqvi@bcu.ac.uk



Outline 

• Introduction

• Memory Forensics

• Write blockers, connectors, and readers

• Extracting information

2



Digital devices

• Primary storage

• Volatile memory (RAM)

• Secondary storage

• Hard drives

• Other classifications

• Mobile devices

• Tracking devices

• Storage devices

• …
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Memory Forensics

• Extracting data/information from different kind of 
digital memories

• Write-blockers are the absolute necessity

• Hardware-based: Classical

• Software-based: Contemporary

• Readers for these memory blocks

• Connectors to fetch data and provide power supply
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R1: Write-blockers
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R1: Write-blockers
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R1: Write-blockers
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R1: Write-blockers

8



R2: Readers & Connectors
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R2: Readers & Connectors
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DIY Solutions!
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NTFS Boot Sector
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NTFS Boot Sector

• 0x00 3B Jump Instruction 

• 0x03 8B OEM ID

• 0x0B 25B BPB 

• 0x24 48B Extended BPB 

• 0x54 426B Bootstrap Code. 

• 0x1FE 2B End of Sector Marker 

OEM ID: Original Equipment Manufacturer IDentification

BPB: BIOS Parameter Block
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NTSF Boot Sector

• 0x0B, Bytes per sector. 

• 0x0D  Sectors per Cluster

• 0x15 Media descriptor. F8: HD; F0: HD Floppy

• 0x28 Total sectors.

• 0x30 Logical cluster number for the MFT

• 0x38 Logical cluster number copy of the MFT

• 0x40     Clusters per MFT Record. 

• 0x48 Volume serial
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Sleuth Kit
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Suavetech 0xED0xED0xED0xED Hex editor
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